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Global Illicit Trade Summit 2018 
Out of the shadows 

March 22nd 2018 • Kuala Lumpur 

 

Governments, private sector firms and law enforcement agencies around the world 

struggle to stem the spread of illicit trade. From counterfeit goods to illicit financial flows, 

illegal cross-border trade of authentic products to human trafficking and drugs, arms to 

wildlife, the shadow economy continues to grow. While illicit trade’s existence is well-

known, the nature of the trade itself makes its size hard to determine: estimates range 

from $650 billion to over $3 trillion, reflecting the difficulty in measurement. Moreover, 

the dangers of illicit trade extend beyond economics, posing in its various forms a real 

threat to economies and businesses, public health, the environment, innovation and tax 

revenues. Beyond that, illicit trade is a vital source of revenue for transnational crime 

networks and terrorist organisations, an important aspect that attracts far less attention 

than it should. Determining a course of action is of paramount importance for industries 

and economies to prevent further harm - but where to start?  

 

Advancing the conversation that began in 2017, the second Global Illicit Trade Summit 

will bring together stakeholders from governments, the private sector, international 

organisations, law enforcement agencies and civil society for a series of action-driven 

dialogues about combatting illicit trade. 

 

8.30am Registration and networking refreshments 

9.00am Chair’s opening remarks and EIU presentation 

 

Free trade advocates worry that the recent rise of populist, anti-trade 

sentiment in the West will slow down or possibly reverse the effects of 

globalisation. The same cannot be said of illicit trade. Various estimates 

by trade councils, business associations and think-tanks estimate the size 

of global illicit trade to be between $650 billion to nearly $3 trillion 

annually. These estimates are expected to go up as criminals become 

better at exploiting new technologies and taking advantage of legal 

loopholes.  

 

In this scene-setting presentation, The Economist Intelligence Unit outlines 

the state of the global problem. 

 

9.30am Keynote interview: Going viral–Making ‘illicit trade’ a mainstream 

problem 

 

Gaining public- and private-sector support is vital if progress to be made, 

but it won’t be easy. Stakeholders must make the conversation a 
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mainstream one by highlighting the more visible outcomes and 

measurable impacts.  

 

How can illicit trade be defined and measured?  What factors contribute 

to consumer support of the illicit economy and purchase of illegal 

goods? What types of data and awareness initiatives would help 

generate public support and spur political action?  

 

9.50am Panel discussion: Regulations–less is more? 

 

Globalisation has allowed counterfeiters to manufacture parts in one 

country, build it in a second and sell it in a third without breaking the law. 

Even when laws are enforced, punishments are not severe enough to 

deter detractors.  

 

What does an optimal global regulatory framework look like? Could illicit 

trade be a result of over-regulation? How should policymakers balance 

the right level of regulatory freedom with protections to encourage 

investment and spur growth? Which arm of government should have 

ultimate responsibility for monitoring and enforcement? And how do 

governments work together for mutual benefit? 

 

Panellists 

Guna Selan Marian, enforcement consultant, KDJLaw, and former senior 

enforcement officer, enforcement division, ministry of domestic trade, 

cooperatives and consumerism, Malaysia 

Jessica Pyman, partner, Hong Kong, Mintz Group 

Hans Schwab, managing director, TechTrace 

 

10.30am Networking break 

11.00am Case-study: Deal or no deal? 

 

Are trade agreements effective tools to fight illicit trade, or do lower 

barriers to trade open the door to more transnational crime?  

 

11.20am Panel discussion: Free Trade Zones–Double-edged swords? 

 

Free trade zones (FTZs) are particularly favoured by black market traders 

as trans-shipment points because of relaxed inspection rules and a lack 

of governance. Governance of these FTZs is often lacking, if it exists at all; 

goods get re-shipped without ever entering the local economy and 

money continues to be made. Better inspection and more oversight 
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would increase costs, and could drive traders–licit or otherwise–to seek 

alternative avenues. Whose interests do FTZs truly serve? 

 

Panellists 

Deborah Elms, executive director, Asian Trade Centre 

Jeremy Douglas, regional representative, South-East Asia and the Pacific, 

United Nations Office on Drugs and Crime  

 

12.00pm In conversation: Terrorist’s bounty 

 

The trade in illicit goods is among the main sources of funding for 

transnational organized crime and international terrorist networks, though 

precise figures are difficult to acquire. The Taliban, Al-Qaida, Hezbollah, 

the Islamic State and others are known to counterfeit and smuggle a 

variety of goods, from alcohol and tobacco, to small arms, clothing, 

phones and people.  

 

In this session, we delve into the financial architecture of terrorist 

organisations, examining the loopholes they exploit to fund their 

destructive aims.   

 

Speakers 

Vanda Felbab-Brown, senior fellow, foreign policy, The Brookings 

Institution 

 

12.20pm Networking lunch 

1.30pm Spotlight on China 

 

When China entered the World Trade Organisation in 2001, many hoped 

it would crack down on intellectual property (IP) violations. Nearly twenty 

years on, at a time when Chinese firms now have IP of their own, little has 

changed. China remains among the world’s largest producers of 

counterfeit goods. According to the OECD, it was the source of over 80% 

of fakes seized in 2013. Though politicians have started talking tough on 

piracy, are their promises more than just rhetoric? 

 

2.00pm Panel discussion: Come together right now–How to improve collaboration 

 

Illicit trade is not solely the problem of governments. Manufacturers, 

digital marketplaces, logistics and shipping companies, banks, industry 

associations and multilateral organisations all have a part in the global 

illicit supply chain. To stem its flow, no one group can succeed alone.    
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How do stakeholders work together to define and prioritise action areas? 

What strategies and approaches can they use to coordinate initiatives? 

What can they learn from each other, and what is the best way to share 

information and police illegal activity? 

 

Panellists 

Seth Hays, chief representative, Asia-Pacific, International Trademark 

Association 

 

2.40pm In conversation: The development debate 

 

Increased trade typically boosts competition and investment, enabling 

economies to grow. Between 1990 and 2010, some 1 billion people were 

lifted out of extreme poverty due largely to the benefits brought by 

globalisation and trade.  

 

Illicit trade achieves the opposite: it undermines development. 

Organised crime and conflict reduce potential economic development 

by up to one-fifth, according to a report by The World Bank. Funds are 

often diverted away from necessary investment and used to exploit legal 

loopholes and line the pockets of corrupt individuals. This can deter 

investors and deprive states of tax revenues, worsening the problem.  

 

How does illicit trade affect economic development in poorer countries? 

Who are its victims?  

 

Speakers 

Ali Salman, director of research, Institute for Democracy and Economic 

Affairs  

Shishir Priyadarshi, director, development division, World Trade 

Organization 

 

3.00pm Networking break 

3.30pm Monitoring the middlemen 

 

Online marketplaces (think of eBay or Alibaba) allow consumers to buy 

products, licit and illicit, direct from sellers and have them shipped 

straight to their doors. The intermediaries in this transaction–whether 

marketplaces, delivery companies, social networks or internet service 

providers–all play some part in the sale of banned products. Yet few are 

willing to shoulder any of the blame.  
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What responsibility should they bear? How can they be made 

accountable? What steps are they taking to prevent complicity? 

 

Speakers 

Kai Hsiang Ang, head of legal, South-East Asia, Israel, Japan and Asia-

Pacific expansion, eBay 

Gladys Chun, general counsel, Lazada Group 

 

4.10pm The promise and peril of cryptocurrencies 

 

Bitcoin, the decentralised digital cryptocurrency, has gained notoriety 

not just for wild fluctuations in its value, but also for its degenerate uses: 

buying drugs, arms and other illicit goods in the online marketplaces of 

the “dark net”. It is not without competition: new ones are cropping up 

through ‘initial coin offerings’ around the world. Regulators worry their 

growing popularity could accelerate illicit trade.   

 

Supporters argue that cryptocurrencies, many of which are underpinned 

by the shared ledger technology “blockchain”, could have the opposite 

effect. Instead of helping criminals break the law, blockchain could bring 

greater transparency and security to transactions, making it harder for 

corrupt middlemen and terrorists to line their pockets.  

 

In this session, we imagine a world in which cryptocurrencies become 

widely used and speculate about the effect this would have on illicit 

trade.  

 

Speakers 

Chris Bates, chief security officer and president, Bitland Global 

 

4.40pm The Economist debates: Technology helps criminals more than crime-

fighters 

 

Tracking chips, surveillance drones and real-time monitoring platforms 

belong to a suite of new technologies that can help law enforcement 

catch criminals. But as technology gets smarter, so too do the bad guys. 

Anonymous messaging apps, ransomware, cyber hacks, the dark web 

and others have all been used by criminals to finance their ambitions 

while evading the law. Which side benefits more from the use of tech? 

 

Debaters 

Noboru Nakatani, executive director, INTERPOL Global Complex for 
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Innovation 

 

5.20pm Chair’s closing remarks 

 

5.30pm Networking cocktails: Meet the moderators 

 

 


